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Mark Yes or No for each question. Be honest - this is for you, not for us.

YES NO

 1. Do servers use SSH key login with password login disabled? [   ] [   ]

 2. Is root login over SSH disabled? [   ] [   ]

 3. Is a firewall on, allowing only the ports you actually need? [   ] [   ]

 4. Are OS and critical packages patched within 30 days? [   ] [   ]

 5. Is critical data backed up off-site � and restored at least once this quarter? [   ] [   ]

 6. Does someone other than one person know the backup restore steps? [   ] [   ]

 7. Do you monitor uptime and TLS certificate expiry with alerts? [   ] [   ]

 8. Does every person have their own account (no shared logins)? [   ] [   ]

 9. Is MFA on for email, cloud consoles, DNS and hosting panels? [   ] [   ]

10. Is there a written access list (who can reach what), reviewed twice a year? [   ] [   ]

11. Are default passwords changed on routers, NAS, cameras and IoT devices? [   ] [   ]

12. Do you know what customer personal data you store, where, and why? [   ] [   ]

13. Do your forms and records capture clear consent for the data collected? [   ] [   ]

14. Do you have a retention/deletion rule so old personal data is not kept fore... [   ] [   ]

15. Can your team detect and report a suspected breach the same day? [   ] [   ]

16. Is there a written incident checklist (who to call, what to preserve)? [   ] [   ]

17. Are laptops and company devices encrypted or passcode-protected? [   ] [   ]

18. Do joiners get access on day 1 � and lose ALL access on their last day? [   ] [   ]

19. Are databases reachable only from your app/servers, not the public internet? [   ] [   ]

20. Has someone outside your day-to-day team reviewed your security in 12 months? [   ] [   ]

SCORING (count your Yes answers):
0-6  : Urgent gaps. Start here - do not postpone an assessment.
7-13 : Baseline exists, but real holes remain (backup, access, incident path).
14-20: Decent baseline - book a Professional review to validate and harden.

This checklist is a starting point, not an audit, certification or guarantee.
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